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With the growth of the digital economy, data sharing has
become an essential business practice—whether between
different groups within the same organization, between
partners in larger platform endeavors, or even, as in growing
open data movements, with the public. Sharing enables new
Insights from existing data, and lets organizations make full
use of this core resource. But it also introduces new ethical
risks. This paper presents a best-practice approach for

data sharing, to ensure that ethics are properly considered
throughout the process, and that risks are appropriately
iIdentified and mitigated.

Data is the lifeblood of

organizations and broader business
ecosystems. It helps companies
thrive when the economy is up,

succeed when the economy is stable,

and maintain when the economy
falters. Every organization should
seek data-sharing best practices,

and other resources to maximize the

value of data while ensuring that
sharing pays due consideration to
ethical concerns.

Sharing or aggregating data
generates myriad security, ethics,
and privacy risks. These risks are
inextricable from the scientific and
economic power of big data and
require attention from the leaders
of any organization that engages
in data sharing, aggregating, or
analytics. For example, when
Experian added property managers
as a data aggregation source, it
obtained informed consent from
tenants prior to collecting data.!

Experian only uses rental payment
data in an individual's credit scoring
if it will improve credit scores, not
lower them, which ensures that the
benefits accrued to their scoring
service do not pose undue risks to
individuals.



Technologist Stewart Brand is often
misquoted claiming that “all information
wants to be free." Although this catchy
maxim has provided a useful ethical
principle for open internet advocates,
the rest of Brand's statement shows
that it can more accurately be described
as a paradox about the value of
information as it moves through the
world. One iteration of the longer quote
reads: “Information wants to be free.
Information also wants to be expensive.
Information wants to be free because it
has become so cheap to distribute, copy,
and recombine—too cheap to meter. It
wants to be expensive because it can be
immeasurably valuable to the recipient.
That tension will not go away."

This fundamental tension between
the value of information and the
tendency of information to propagate
inexpensively is at the heart of an
aspect of business that is critically
important in the digital economy:
data sharing.

The open data movement,
advocated by many governments
and nonprofits, makes an effort to
formalize and standardize methods
for placing useful datasets into

as many hands as can potentially
make use of it. Data sharing is often
framed in terms of these norms of
open data, the unrestricted sharing
of data with anyone. Open data
advocates have articulated a strong
case for unrestricted sharing in many
settings, particularly in connection
with publicly-funded scientific and
governmental data.? The ethos of
openness—often presented as a pure

good—informs most discussions of
the social, business, political and
infrastructural dynamics of the
internet.

However, these robust efforts at
building norms of open data have left
an important middle ground largely
unaddressed. In a space between
closed and open data, sharing occurs
between a limited set of parties, such
as between industry and selected
non-profit members, or between
government and vetted partners

in private industry. Sharing is also
often subject to limited durations,
introducing complications that are
largely absent in open data contexts.
Where there are good reasons to
share data in a limited fashion, but
where legal, financial, and ethical
reasons prevent open sharing, what
norms should be used to guide such
exchanges? How can the utility of
data to do good be maximized when
sharing the data with the whole
world is undesirable or infeasible?

The most distinct characteristic of
“big data" is not simply the surging
size of aggregate datasets, but the
wealth of insights now available
from it via advanced analytics.
Sharing data helps to create richer
multivariate datasets, which in turn
allows for more significant insights
to be extracted from data. The rise
of inexpensive networked computing
resources in the public cloud has
enabled many organizations to

run advanced analytics without
investing in expensive infrastructure.
Such resources allow them to

store data indefinitely, move it
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At its crux, big data
Is about sharing,
where “sharing”
implies putting
data to multiple
re-uses across
different contexts
In the hands of
various teams or
organizations.



unpredictably and re-analyze it
repeatedly. The long-range benefit
of these new technologies lies in
the ability to share and merge data
within or between organizations,
generating tremendous economic,
strategic, and humanitarian
potential.

These opportunities must, however,
be considered alongside ethical
issues. Given the human, financial,
and technical resources devoted

to collecting and managing data,
there's an ethical obligation to
repurpose and share data in a
manner that maximizes the good
that can be achieved. There are also
concerns: for example, focusing
solely on the financial benefit of
data sharing (to the exclusion

of all else) can erode trust from

partners or those providing the data.

That could negate a tremendous
opportunity for good. With proper
consideration, however, both
corporate and ethical opportunities
can be achieved.

Where the subjects of data have
sacrificed resources or borne some
risk to make that data available,
the obligation to maximize its

use is amplified. This argument

is particularly strong if data is
produced using public or nonprofit
resources that are already targeted

at furthering the common good (e.g.

medical and scientific research).
The longstanding debates about
data sharing and open data in the
sciences have shaped discussions

around why and how to share

other types of data. The National
Institutes of Health (NIH) and the
National Science Foundation (NSF)
have, for a decade, had data-sharing
policies requiring grant recipients to
share data in public repositories. The
NSF instituted a new requirement in
2011 that researchers must submit

a supplementary Data Management
Plan (DMP) with every grant, in part
due to pressure from policymakers
to ensure maximum social value

is squeezed from taxpayer-funded
datasets.**

Debates about data-sharing
practices have been especially
vibrant in genomics, a field that
has led the pack in data-intensive
biology ever since it arose from the
race between public and private
ventures to offer the first draft of
the human genome.® There has
long been a push and pull between
activist scientists and patient
advocates, who view maximally
open and participatory genomic
data as an ethical obligation to
speed research into diseases, and
government agencies that lean
toward closed or tiered access
policies for ethically sensitive
datasets in accordance with

their readings of human-subjects
protections.”® Research has
indicated that open data policies
do not currently have a significant
effect on whether most human
subjects decide to participate in
specific research projects, but that
people do prefer to have a sense of
control over how data about them is
used.?

The long-range
benefit of these
new technologies
lies in the ability
to share and
merge data
within or between
organizations,
generating
tremendous
economic,
strategic, and
humanitarian
potential.


https://grants.nih.gov/policy/sharing.htm
https://grants.nih.gov/policy/sharing.htm
https://grants.nih.gov/policy/sharing.htm
http://www.personalgenomes.org/
http://www.personalgenomes.org/

Even in fields that have yet to
emphasize data sharing as an
obligation, there's a concerted

push toward increased sharing and
collaboration. Yet, the technical and
ethical dynamics driving us toward
ever more data sharing also set the
stage for big data's ethical risks. If
data can be reused indefinitely to
discover unpredictable correlations,
then controls meant to protect the
subjects of datasets should ideally
cover a future timespan (and the
possible uses of data during that
period). It's not correct to assume
that "open,” "shared” and "public”
are synonymous with the "public
good"—particularly when datasets
are combined with others for
purposes that could not have been
predicted when the data was first
collected. Those who generate

and control public datasets should
account for whose good is served
by specific kinds of openness, and
take responsibility for fostering
equitable uses of their data.
Researchers and practitioners have
found any number of surprising
correlations that can disclose
sensitive information about persons
in datasets available to the public.”

Sharing poses special structural
challenges for ethical data practices
because the familiar procedures for
protecting people from abuse are
physically and temporally removed
from the situations in which data is
most valuable. Consent, whether it is
informed consent in a medical context
or end-user license agreements for
internet services, typically occurs as

an obligatory passage point at the
beginning of data collection (for

an in-depth discussion of informed
consent, see Informed Consent and
Data in Motion). So, insofar as data

is increasingly used outside the initial
context of collection, and the process
of consent and other human subjects
protections are largely restrained to
the time and context of collection,
there's a troublesome gap between
the tools of data analytics that rely on
sharing and the tools used to protect
subjects from harms that may be
caused by sharing.

For example, a Freedom of
Information Act (FOIA) request
allowed a programmer to receive

and publicize the entire anonymized
dataset of the New York City Taxi
Commission’s trip records.” Such

a dataset could be applied to any
number of highly useful research
projects about civic planning and
transportation infrastructure.
However, from this dataset and in
relation to auxiliary datasets, analysts
could also determine the likely religion
of certain cab drivers, which rides
were taken by celebrities and how
much they tipped, and the likely
identity of individuals frequenting
strip clubs. They could also de-
anonymize the names of drivers based
on medallion numbers, which could
then be correlated with other private
details, including income. 2131415
Although some attributed this
incident entirely to the dataset being
poorly anonymized, it fits a well-
established pattern: anonymization

is either not meaningfully protective
or may not be technically viable in
common circumstances.'®

Anonymization

IS elither not
meaningfully
protective or may
not be technically
viable in common
circumstances.


https://www.accenture.com/t20160907T122445__w__/us-en/_acnmedia/PDF-30/Accenture-Informed-Consent-Data-Motion.pdf
https://www.accenture.com/t20160907T122445__w__/us-en/_acnmedia/PDF-30/Accenture-Informed-Consent-Data-Motion.pdf

Data sharing also amplifies

subtle and complex questions

of interpretation, transparency,
collaboration and trust that are at
the heart of data ethics concerns.
Contrary to the common discourse
of data as a neutral arbiter of truth,
data requires significant interpretive
work to create useful knowledge."”
How data is collected and how
datasets are architected subtly
shapes what the data "means” down
the line, often in ways that are non-
obvious and prone to bias.

Data mining can replicate systemic
inequality by "discovering” patterns
of bias that were there all along
but not accounted for within the
database architecture.'”® What looks
like a neutral, data-driven decision
free of human bias can actually be a
reflection of longstanding inequality,
and without deep inquiry it's hard
to tell when this is the case. Some
scholars have called predictions
about the future behavior of a
person or a group based on data
that reflects an unequal social
structure and/or inaccurate data a
“predictive harm.""® The subtle ways
in which bias can be built into data
are amplified by machine-learning
techniques that enable "mutation
machine" algorithms to restructure
and interpret databases with
minimal human input.

As these examples and potential
pitfalls demonstrate, it's problematic
to treat sharing merely as a

matter of lobbing self-contained
databases back and forth between
partners. Those that are closest to
the creation and maintenance of

a dataset may have a good sense

of its archaeology; those that are
further removed are more likely

to take a database at face value.
Furthermore, data sharing does not
merely imply sharing of datasets—
rather, it typically also includes the
sharing of interpretive resources
that make data analytics possible,
such as methods and models. In
other words, data sharing is not
simply the sharing of data, it's

also the sharing of interpretation.
Sharing therefore expands
obligations to account for the
possibility of implicit and explicit
biases, and the downstream harms
that can come from them. Requiring
substantial commitments to ongoing
collaboration, partners should be
mutually accountable for how they
handle and interpret databases in
order to protect against interpretive
harms. As a recent report from

the Centre for Information Policy
Leadership indicated, new models
of accountability and transparency
within and between organizations,
to protect individuals and
communities from such harms, will
be a necessary component of a
sustainable information economy.?

In other words,
data sharing
Is not simply
the sharing of
data, it's also
the sharing of
interpretation.



Getting a handle on the

specific ethical risks faced by

an organization requires some
attention to where their activities
fall on the map of data-sharing
practices. This can be challenging.
While much attention has been
paid to open data as an ethos, with
well-defined standards and norms,
data sharing encompasses a wide
diversity of practices and lacks any
equivalent coherence. The following
discussion examines a taxonomy for
data-sharing practices, with an eye
to the ethical nuances involved at
different levels of openness.

Although the central motivations
are similar, the practices and
standards of data sharing and
open data can differ significantly.
A recent exchange in The Guardian
newspaper highlighted this.

In an editorial, The Guardian
called attention to the privacy
consequences of the UK National
Health Service's (NHS) plan to
centralize and sell large amounts
of citizens' personal medical
data to health management and
pharmaceutical companies as
private partners.”’ The editorial
encouraged the UK government
to attend more rigorously to the
ways in which open data policies
can cause harm. Other critics noted
that the initiative was deeply
problematic because the NHS

provided citizens with a very short
window to opt out of this plan for
sharing their own medical data, and
to disallow future removal of either
their own data or their children's
data if they changed their minds.??
The Guardian's editorial called this
a "smash and grab scheme" that
proved the necessity of moving
slowly on open data initiatives.

Jeni Tenninson of the Open Data
Institute responded in an open
letter, arguing that, far from an
example of open data policy, the
NHS initiative was rather data
sharing gone awry and misleadingly
categorized as open data by the
NHS.2* Were it an example of open
data policies, Tenninson argued,
these medical datasets would have
been shared as a public good and
thoroughly anonymized. This case
illustrates some of the critical
ethical dynamics that must be
addressed in data-sharing contracts
between a limited set of actors.
Should access be restricted for those
not paying for the data? Will data
be used to further the general public
good, and is the public good better
served by a different arrangement?
Are ethical obligations, such as
gaining genuine consent and
offering opt-outs, upheld in both
spirit and practice?

This NHS case also illustrates the
ways in which open data has a clear
ethos that defines the goals and
prescribes ethical actions, often
linked to notions that we consider
intrinsically good, such as open and
democratic governance.?* Sharing
data in a narrower context does not
have a well-established ethos that
can justify and order data-sharing
efforts. However, it's important to
note that data sharing between a
limited set of organizations, even

if it includes monetized datasets or
is not fully open, does not preclude
having rigorous ethical conditions.
The fact that such arrangements
currently exist without those
conditions is merely an indication
that such conditions have not yet
been defined and promulgated.

Conversations about ethical data
sharing in enterprises and private-
public partnerships have begun

to surface. The Governance Lab
(GovLab) at New York University has
offered the term “data collaborative’
to define the middle ground
between open government datasets
and closed corporate data.” "The
term data collaborative refers to a
new form of collaboration, beyond
the public-private partnership
model, in which participants from
different sectors (including private
companies, research institutions,
and government agencies) can
exchange data to help solve public
problems."??’ Framing data sharing
as a “collaborative” turns attention
toward the platform dynamics of
sharing. Open or closed or shared



ultimately refers to the status of a
dataset, not what is done with it.
Govlab's terminology is particularly
useful for focusing on how data gets
shared to solve problems, rather
than beginning and ending the
conversation at the dataset's status
as open or closed. They identify

the strengths of private-public
collaborations at a platform level as:

J Data-driven decision-making
that invites all actors with useful
data to participate

J Information exchange and
coordination between trusted
parties and

J Shared standards and
frameworks to enable multi-actor,
multi-sector participation that
enables efficient sharing across a
variety of sources and users.

Noting that there's scant public
discussion of how to effectively
facilitate data sharing, GovLab

has published requests for private
partners to share cases of data
sharing done well and done poorly.
Stefan Verhulst of GovLab also
sketches out a taxonomy of data
collaboratives, identifying six types:

1. Research partnerships, in which
corporations share data with
universities and other research
organizations.

2. Prizes and challenges, in which
companies make data available to
qualified applicants who compete
to develop new apps or discover
innovative uses for the data.

3. Trusted intermediaries, where
companies share data with
a limited number of known
partners.

4. Application programming
interfaces (APIs), which
allow developers and others to
access data for testing, product
development, and data analytics.

5. Intelligence products, where
companies share (often
aggregated) data that provides
general insight into market
conditions, customer demographic
information, or other broad
trends.

6. Corporate data cooperatives
or pooling, in which
corporations—and other
important dataholders such as
government agencies—group
together to create “collaborative
databases” with shared data
resources.?®

Verhulst notes the need for
substantive research on the value
proposition for data sharing and the
methods that could be used to track
and mitigate harm.

In July 2014, the Responsible Data
Forum co-hosted with UN Global
Pulse and the Data & Society
Research Institute a workshop

on private data sharing for the
public good. Participants discussed
experiences negotiating and
facilitating the release of corporate
data for use in public and nonprofit
contexts. Among their outputs was a
Data Risk Checker wiki as a general

tool for assessing risks posed by
sharing. They suggest that efforts
to check and mitigate risk proceed
through a series of steps that
consider economic, physical, and
psycho-social/emotional harms:

1. ldentify the persons at risk in the
event of exposure.

2. ldentify knowledge assets that
can be extracted from the data
collected.

3. Evaluate the importance of each
knowledge asset to the campaign.

4. For each type of harm, evaluate
probability and severity of harm.

Matt Stempeck, Microsoft's
Director of Civic Technology, frames
corporate data sharing as a matter
of philanthropy that ultimately
expands business opportunities.?®
He writes, "Data philanthropy
achieves many of the goals sought
by traditional corporate social
philanthropy: it allows companies
to give back in a way that produces
meaningful impact, and reflects the
business's core competencies while
preserving or expanding value for
shareholders." He also sketches a
handful of core ethical questions,
such as accounting carefully for
who could benefit most from the
information and what formats

they can make use of, stripping
data of anything identifiable and
considering whether data is best
shared via real-time APl or in
occasional bulk releases.


http://thegovlab.org/mapping-the-next-frontier-of-open-data-corporate-data-sharing
https://responsibledata.io/private-sector-data/
https://responsibledata.io/private-sector-data/
https://responsibledata.io/private-sector-data/
https://responsibledata.io/private-sector-data/

The World Health Organization
(WHO) held a meeting in September
2015 to discuss developing norms
for data sharing during public
health emergencies, which was
prompted by the previous summer's
Ebola outbreaks. Their report
details consensus solutions to

the concerns that led to slow or
reduced sharing of data during

the outbreaks.*®* Common among
these concerns were fears that
sharing pre-publication data would
make journals less likely to publish
research and that intellectual
property owned by pharmaceutical
companies could be compromised.
By getting commitments from all
stakeholders to accommodate the
needs of other ecosystem members
and focus on a central, urgent
public health task, the WHO was
able to develop early stages of
what is essentially a coordinated
data-sharing platform. The WHO's
effort is echoed by collaborative
data sharing between public and
private entities to develop global
climate resilience and further
pharmaceutical research for drugs
important to public health.?'32

Open data scholar, Tim Davies, has
identified the need for standardized
contracting processes—not
standardized contracts—as a

major impediment to data-sharing
agreements.** The specifics of any
contract will vary significantly
according to the parameters of the
datasets, the ethical risks posed

by the data, and the needs of the
partners. It's therefore fairly fruitless
to seek standardized contracts.
Instead, the most promising route

to facilitate data sharing is to
develop processes that can be
replicated and common standards
that can be propagated, such as
ensuring that data is machine-
readable and datasets utilize
common architectures. He also
notes that in the history of open
data, the development of standards
and practices is often linked to a
significant rethinking of information
infrastructures—nations that adopt
open data standards often end

up significantly improving their
backend infrastructures as a result
of the deliberate changes required
to meet the new standards.

Executives have long used risk
management to make strategic and
operational decisions that positively
impact the long- and short-term
success of their organization. Risk
management has become part of
compliance law and is recognized
as a standard practice; it is also
increasingly applied to questions
of data privacy, protection, and
sharing. Organizations are thus
well-advised to incorporate data
sharing into their existing risk
management frameworks.

The Centre for Information Policy
Leadership has advocated the
application to data privacy of risk
management practices accepted in
other areas of decision-making; it
has also provided suggestions for
a more standardized approach to

risk management in this area. In its
paper, The Role of Risk Management
in Data Protection, the Centre
concludes that risk management is
"a valuable tool for calibrating the
implementation of and compliance
with privacy requirements,
prioritizing action, raising and
informing awareness about risks
(and) identifying appropriate
mitigation measures."**

To achieve successful risk
management practices in the context
of data-sharing contracts, it's
necessary to operate with a shared
classification or taxonomy of risks.
One example of such an approach

is the matrix provided by the Centre

in an earlier paper, A Risk-based
Approach to Privacy: Improving
Effectiveness in Practice. This
delineates a list of risk categories so
that those engaging in risk assessment
can ensure they're considering
generally accepted relevant concerns.®
While the matrix provided by the
Centre is in draft form and does not
purport to be a complete classification,
it offers a helpful tool for organizations
to customize to their own specific
situation. (continued on page 13)



Figure 1: Sample risk assessment framework (credit: Centre for Innovation Policy Leadership)

DRAFT: Risk Matrix

»
aole DIIE 0 appropriate S S brea Agqgreqgate

Inaccuracies Lost data

Not expected by individual | Stolen data
Viewed as unreasonable | Access Violation
Viewed as unjustifiable

Tangible Harm

Bodily harm 0 0 0 0 0 0 0 0 0 0
Loss of liberty or 0 0 0 0 0 0 0 0 0 0
freedom

Financial loss 0 0 0 0 0 0 0 0 0 0
Other tangible 0 0 0 0 0 0 0 0 0 0
loss

Intangible

Distress

Excessive 0 0 0 0 0 0 0 0 0 0
surveillance

Suppress free 0 0 0 0 0 0 0 0 0 0
speech

Suppress 0 0 0 0 0 0 0 0 0 0
associations

Emt?arrassment/ 0 0 0 0 0 0 0 0 0 0
anxiety

Discrimination 0 0 0 0 0 0 0 0 0 0
Excessive state 0 0 0 0 0 0 0 0 0 0
power

Loss of social 0 0 0 0 0 0 0 0 0 0
trust
LEGEND:

Rank "Likely" from 10 (high) to 1 (low) based on the highest score for any component
Rank "Serious" from 10 (high) to 1 (low) based on the highest score for any component

AGGREGATE RISK RATE:
Highest score is 300
Lowest score is O
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Levels of sharing and ethical obligations

To ask the right questions about data sharing, it's imperative to know the extent of the data supply chain

and how far shared data could reach. Discussed in the main body of this paper, the middle tier—data sharing
amongst partners (see table below)—is both the most complicated and the least discussed. The “Entity” tier can
largely be handled by internal procedures that may already exist in most organizations; if procedures do not
exist, there's already significant literature available on the subject to aid with their development. The "Open”
tier has well-articulated standards and norms. Therefore, our recommendations here focus on best practices to

improve governance within the "Shared" tier.

s

® |evel 1:insular within team
® |evel 2: kept within the division

® level 3: kept within the
organization

y

® |evel 4: shared with alliance
partners

® |evel 5: shared with partners

® |evel 6: shared under contract
with an exchange of value

y

® |evel 7: semi-open data: tiered
levels of access for vetted users

® |evel 8: open data, available to
all but requires transformation

® |evel 9: open data

Guidelines for sharing data among external partners:

e

Datasets are not static or
neutral—they can reflect bias and
require ongoing interpretive work.
Partners should be accountable
to each other for sensitive, high-
quality interpretive work that
seeks to address possible bias and
potential harms. Recording decisions
that affect analysis can help with
transparency among partners.

LG

The wide variety of possible uses and
potential harms for each dataset
suggests that there is no “one size
fits all" universal criteria for ethical
data sharing and governance. Rather,
standardized contracting procedures
can build community norms about
what review processes are necessary
complements to data sharing.

i

Partners should determine in
advance how ethics concerns can
be escalated and resolved both
within their own organizations
and between their organizations.
Everyone handling and interpreting
the data should be aware of these
procedures.



=

When
methods and models are developed
for machine-learning systems and
other modes of data analytics,
assumptions should be enumerated.
This includes hypothesis generation,
initial experiment results, and
training datasets. Each step of the
data transformations should be
enumerated.

e

Although
there is a general obligation to make
the best use of data through sharing,
it's also the case that increased
levels of openness generally increase
risk to data originators and each
partner. This is particularly true
where the subjects of the data have
a reasonable expectation of privacy.
Data holders and recipients should
carefully audit the datasets for such
risks before sharing all or some
of the data under consideration.

The terms of the relevant contract
should be explicit about the

value of data to each participant
organization.

A

The goal of this is
to learn how to more accurately
identify risks. The assumption is
that identified risks at the outset
of a sharing relationship will not
sufficiently describe the universe
of risks, and practitioners will
learn to be more systemic in risk
management through experience.

The hardest type

of harm to predict and mitigate is
that which can result from future
repurposing of data. Data that
appears innocuous in one context
may potentially be very damaging
when combined with other datasets.
Data-sharing partners should

have explicit agreements on the
parameters of repurposing.

D

Particularly as the industry matures,
data analytics will often operate

in gray areas without much—if
any—precedent. Where there is

no existing industry standard,
transparent and consistent decision-
making processes are the best
buffer against harms and a way

to reinforce public trust.

As tech and

social networking firms build ever-
bigger datasets, data scientists
inside industry are increasingly
seeking routes for publishing
generalized scientific knowledge
derived from their datasets. If
research is to be published, all
involved parties should agree to the
publication in advance, and ensure
they've undertaken reasonable
attempts to protect the data-
subjects from harm and obtained
their informed consent.

When drafting
documents such as terms of service
agreements, privacy policies, and
end-user license agreements, be
sensitive to the tensions between
legal compliance and trust with
your users, other partners and the
public. The document that puts
your organization in the safest legal
position may not build the strongest
trust with other parties. Users
deserve a document that is clearly
understandable and helps them to
protect themselves and their own
interests.



(continued from page 9)

The ethical dynamics of data sharing
involve both open-ended problems
discussed above—what are the risks
of repurposing sensitive data—and
organizational challenges—how
should an organization account

for and mitigate those risks?

The organizational challenges

have sparked new conversations
about ethics governance in both
industry and nonprofits. Many
organizations are discovering that
the peculiar challenges posed by
the acquisition, repurposing, and
sharing of data stretch the capacity
of existing compliance processes:
data ethics requires organizations
to adopt responsive, ongoing,

and collaborative governance. To
maximize utility while ensuring
ethical practices, organizations
must build on new guidelines that
consider the specific challenges of
data sharing.

As shared data norms begin to
reach more sectors, organizations
of all kinds should be aware that
ensuring shared data does good in
the world requires careful attention
to governance. For example, social
media companies including Twitter
and Facebook have begun to offer
outside computer science and social
science academics limited access
to their data; enabling that access
has required significant efforts in
the development of contracts and
governance. Conducting rigorous
data-driven research on social
media has always posed dilemmas
for academics because social media

companies typically have rules
governing the use of API's that run
contrary to norms of peer-review,
such as Twitter limiting data-
scraping to the previous seven days
and not allowing sharing of entire
research datasets. Twitter offered

a single round of “data grants”

in 2014, which were functionally
subsidized access to their historical
data troves for academics, available
through a data reseller program.
Yahoo recently established a method
for safely sharing large amounts

of anonymized login data with
security researchers.’® Meanwhile
Facebook has focused on developing
partnerships with academics
through in-house scholarships

for students and faculty, enabling
researchers to have secured access
to their datasets.

Recent scholarship on this

matter has illustrated some of

the basic elements of data ethics
governance. These are instructive
as a starting point. The core
themes that emerge include the
need for independent review, some
degree of transparency or public-
facing elements, an emphasis on
collaboration, reciprocal trust
between organizations, and chains
of accountability. We recommend
that anyone seeking to build data
ethics processes consider these
suggestions.

Legal theorist Ryan Calo has
proposed the notion of "Consumer
Subjects Review Boards" (CSRB)
to guide ethical decision-making
inside big data enterprises. Calo
argues that the fundamental

As shared

data norms

begin to reach
more sectors,
organizations of
all kinds should
be aware that
ensuring shared
data does good in
the world requires
careful attention
to governance.



ethical challenge for big data

is that corporate bodies have

vastly superior capabilities than
consumers. Noting that the power
dynamics of big data have driven
conversation away from privacy
alone and toward the broad, basic
principles of data and information
ethics, he suggests that review
boards modeled on university-based
Institutional Review Boards (IRB)
but scaled to the business cycle have
the potential to redress some of this
disparate power balance. Both the
White House and the Federal Trade
Commission have flagged CSRBs

as a potentially important idea for
future requlation.®

Data ethicists Jules Polonetsky,
Omar Tene and Joseph Jerome have
considered some of the legal and
structural dynamics of CSRBs.*
They emphasize the importance of
establishing founding principles
for CSRBs, just as the Belmont
Report*' historically established
principles for IRBs that have served
as the core principles of research

ethics, particularly in biomedicine.
Establishing broad principles for
engagement with ethical issues
focuses discussions and provides
at least a degree of common
ground for the parties involved.

To the Belmont Report's set of
Respect for Persons, Beneficence
and Justice, they add Respect for
Law. Additionally, they emphasize
that despite the many complaints
that academics level against

IRBs, having a reliable and largely
transparent system of ethics review
has provided the highly valuable
intangible benefit of fostering
community trust in the system as
a whole. Without this, human-
subjects medical research could be
largely stymied.

Polonetsky et al advocate a two-
track model for review boards that
has one internal board (with at least
one accountable executive) and

one external board of experts and
community representatives. Internal
and external ethics advice can

address different sorts of problems,
have different levels of access to
sensitive business information, and
operate on different time-scales.
They also define best practices for
maintaining independence and
credibility, including adequate
funding and resources that are not
dependent on particular outcomes.

Dove et al recently identified

the core characteristics of
successful ethics review processes
in international data-intensive
research.*? While the details might
differ significantly in enterprise
data-sharing, these principles are
still a useful guide when developing
a governance plan. They identify
reciprocity (collaborating entities
accept each other's judgements),
delegation (collaborating entities
delegate responsibilities in advance),
and federation (ethics review is
done centrally when possible) as
organizational priorities when
establishing ethics review processes
in contexts where entities are



operating across diverse regulatory
ethical regimes.

Facebook is publicly discussing its
internal ethics review practices,
marking them as the first major tech
company to build a review process
analogous to IRB's.** Although the
particularities of Facebook's process
would not be universal, there are
some general governance lessons
that organizations will likely find
useful. Most importantly, their
review process is baked into the
engineering workflow through their
internal task management system.
They have identified common flags
for projects that require more
review due to potential risks to
users or the general public, and
empower project managers to
determine whether projects need

to be flagged. Perhaps their most
important decision was to ignore
the traditional distinction between
research for publication and product
development. Historically, the former
has been far more likely to receive
ethics review than the latter, and
Facebook's decision to subject them
to the same scrutiny is an important
departure from the norm.

If a company depends on the long-
term trust of its users and the
public at large, some variety of
ethics review process will likely be
a condition of doing business in
the data/tech sector, particularly if
the company engages in the sort of
machine learning and data analytics
research that provokes public
concern.**The sphere of research
ethics regulation has largely been
oriented toward biomedicine and

there's little reason to expect that
data or tech companies will fall
under its remit. However, that does
not mean the purpose of ethical
review is not shared across sectors.*®
Indeed, a number of tech leaders
have begun to adopt review boards
as core business strategy*, such

as Google's “right to be forgotten
board"*” and Al ethics board*,
Palantir's Council on Privacy and
Civil Liberties*, and Facebook's
efforts to develop internal controls
on its research agenda®.

To end where we began, "big data”
analytics undeniably expands

the power of data in science

and business. And data sharing
undeniably expands the power

of data analytics by providing

a broader set of datapoints for
mining insights. But data analytics
in general, and data sharing in
particular, pose unique and largely
unfamiliar ethical and governance
challenges. While there are good
ethical reasons to share in the long-
run, the consequences of sharing

in any given case are unpredictable
and possibly harmful.

Navigating such challenges requires
the development of flexible,
collaborative governance structures
that enable organizations to make
consistent, actionable decisions
about uncertain outcomes. Those
that succeed in this objective stand
to gain significant advantages -
both in business benefits and in
securing and sustaining building
public trust.

15

Data analytics

In general, and
data sharing in
particular, pose
unique and largely
unfamiliar ethical
and governance
challenges.



100/365-day plans

- Learn about the
governance structures
© your organization

- already has in place.

- Search for governance
boards involving

- ethics and/or data.

. Take inventory of
which datasets you
- have implicated

. in data-sharing
agreements.

- Catalog any
existing

© governance
- procedures.

- Audit your data-
sharing contracts

- for compliance

. with the self-
imposed guidelines
- identified above
(top-down audit).

. Audit instances where data has

been shared and highlight instances

where data was shared without

- data-specific contracts between in

: place (bottom-up audit).

To work with "dirty data,”
create policies requiring data

. originators to opt-in after being
* notified of the purpose of the

- research. These agreements

- should be shared with a third-

: party governance body.

Create a "dirty data"

- list describing the types
. of data that should
always be removed from
- data sets (e.g., National
. Identification Number).



Within a year, the following actions could be taken:

ldentify relevant industry Construct training

or non-profit bodies which courses for data and

are guiding data-sharing legal professionals to
practices and determine ensure a common set

how your organization
contribute and benefit.

can of best practices.

Implement a “Risk
Management" plan. Utilize
an accepted taxonomy for
risk assessment such as

the one provided by The
Centre for Information Policy
Leadership (see above).

Ensure that all executives,
data practitioners, and
project, program, and product
managers are aware of the
procedures for escalating
ethics concerns about data-
sharing practices.

After learning about
governance structures already
in place, find an opportunity
to improve and propose new
governance initiatives that
would be appropriate for your
organization.

Establish a data ethics
committee that will
periodically review sharing
practices and policies, and to
be available for consultation
when dilemmas arise.
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